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(1) M. Gupta, C. Shue, "Spoofing and Countermeasures", Book chapter in "Phishing and
Countermeasures: Understanding the Increasing Problem of Electronic Identity Theft",
edited by Jakobsson and Myers, 2006, Wiley.
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(1) Technologies to Combat Spam, Thomas A. Knox, GIAC Security Essentials
Certification (GSEC) Practical Assignment, Version 1.4b, Option 1, June 16, 2003,
SANS Institute 2003.
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Identity Theft”, Wiley, 2007.
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p . DNS Server
A - |
— 92.45.67.89

o) Dl § B slel p3l> adlaul (34 IS
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(Hosts File Poisoning) ddeall a3) -1 (ke geamd 131 o sl 2.4
bl Lo dm I 59,80V sblao 1 Il e sl s 4
oy (hackers) O g 2l @ oy O g1 1 (3.0 LBadl slad a3l erans

el 5l (30 g2 sl (hosts file) daall asl gl Cale

wiay &yl Ly sle s ©UUadl slod (o daiall ol g2l ko Loy
(locally) Ll o @Sontll (S Zriall ol s Cale 01 Y1 ¢ el el ool
sl Sler U5 o

Ol all e ol V5T 25 ool Slgr 0L s pdn b e
o Sl Ol gl (e a SV 8 ol g3l wlale (3 eolH r_w.y S el
RUEIVS RO E

i (3 Zarall psl p ) Cide (3 JlaeY) ol (A=) S o
(Microsoft Windows) j s g &b ge 5 ,Sole il

O o OMones O Bl slad p3ls erend gl (31 S5 LS
I bl e 53 Al 5 e Un e o 2 i) L glis s il slad
o5 o acall ol ) il e sl Ll s JUL1 ¢ 2o &l
Gy ¢ domall Slgn (3 Bhmall aol ) Cile qpanty s o 20 O 5y 55U
i @5l (0 Olpin e O e Jay ) o Jones w0 2

i all 5 020 SO I3 r SLall ol (54) JS20
Gy 0Tl 31 sty oW1 a85l1 e Y (92.45.67.89) i3l 351 J)
(88.33.22.11)
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localhost  127.0.0.1
iioall a3) 31 Cike (4-4) i

xyzbank.com  92.45.67.89

4 Coall ey Bdall 231 ) ile (54 So

Content ) & 21 oy Aol gy 39 SIY sLlao¥l - I bl 3.4
(Injection

(malicious content) G~ (5 522 Lk O g3leall oyl gl a3

S ol s o8 OF S (legitimate site) oo o5 g0 (i 3

A By J) el B l1 5 4z g adle] -

B 515 ke 3 (malware) &5 ool p S 5 -

S 9FSIVN sLlao YN sl J) w8kl (3 AUl ULl 4 S 3sle] -

D6yl i el gy 3Llao S Ll 6151 B35 s

(hackers) O g b o s ¢ LI Al sl 3 Aal 3,38 Szl =
((malicious content) s~ (5 g2 (legitimate content) LoV (g g2l Jlbzuly

(hackers) et yeal) e A lall 3200 wol (3 2l 5,38 Izl -
Cross-Site Seript — ) = 3,581 oda U a5 ool sl ods (3 Lo 2y o1 5ST

J.;é oo Dlias (g9 e C;"; (Programming Flaw) £ » > a5 (XSS
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mzsj «(blogs) byl 3 Jlg 1l wlidas Ul o o . sl sbeae
51 ¢ (discussion boards) Ll ik~ 3 Blu, 1 « (user review) Lo gl 1531
e dazall S SOV 3ol Bl 5l (el Ol 2 3 ek oS
.(web-based email) 41| &2

43 Ll e (3 LeS B )l olae 3 e Ll (g gl 1 oo
I3 0 20 e 3a S Lo @ o B 12501581 (S e (922 05
uc....-u Ol S8 e obls) s ) CE\}.U oda Ji dianidl ool g
Bl dmin b e ke Llwill miane e it d sl SV oda fos

1 (ONET News.com) JLaT (3 3550 55301 s e a1l 221 oy
@425 50 3 Aol 5,38 el (e O YL g 201 2'PayPal x8 g0 LS Leie
Blel I 6352 o850 3 S 1B 50 i F ALLINESAN e 55 280!
iy ze o8 9o ) LY Blal ULy Jo) dvis b e doeial) 4

2 e i Aal gy g SOV sl oV gl e I g5l -
LS MYV b e (i1 5,35 e 1851 (3 istel 5,35 IS
SULIN suel 3 ol A @y 2y all ods (3.(SQL injection vulnerability)
BB (3 g i ey Ay ¢ o8 gel) Canazill a3l (3 (database command)
Bl

) g 1ol SY i e Lalte 201 S V1AW G b e 3
I3 e o2 52 LS Wi as Jlaal e Laa (cross-site script — XSS)

(1) “PayPal fixes phishing hole”, by Joris Evers, Staff Writer, CNET News.com, Published:
June 16,2006 4:12 PM PDT, (http://www.news.com/PayPal-fixes-phishing-hole/2100-
7349_3-6084974.html).

AL IS e 85l a0 (2)
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L] s ) w31l eda ol izl ool g

o o a3 2SOV sl Gl il T alad) s
i & w85l &u-le 5 (SQL injection vulnerability) &S L1 oMz V1 43 3 b
Al e a8l a5 deT platal Letse (knorr.com) ' 5-S™ 1) 42!
35 (3 el s 38 ISl o b e (login: authentication) J g3 3y doas
W5 3l IMaasl OLS ably A8 M a1 4 Bl gy (31 Comas
oo 5 S M MW a8 3 ab padl Aoy 5 b sate Alolb BLoL oda
o 5 o3 b s g 5gb i) (3 o dueal ¥ Gl by e OF )
true logical ) G ddlate 3 e (Hacker) & bl poia OF iSos . 28T Y
w05 S MY 3 ib p3l) Aol 3 (expression
o IS i & Cor =) ailatl) 5 )all o g JUU oo e ciees
N SN BRI | N RO TR B WS PR WL PPN ERIA PN

Man-in-the-Middle ) w1 3 J= J) dozen 1ol Jl Q) 4.4
(Attack - MITM
bl e IS daseds Jlsily il sleall a sy ol s 3
3L By sl G LA S e L8 IV Lles IS
5 ile ol s el G ) @y OF o Bl DU (6-4) S0
(T -4) SN B LS 0kl ST Jge2 Loy ST 05

(1) “Knorr.de SQL Injection and XSS Vulnerabilities”, Sebastian Bauer, 01/12/07,
(http://blog.gjl-network.net/blog/index.php?/archives/78-Knorr.de-SQL-Injection-and-
XSS-Vulnerabilities.html)
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50 Wl ialely L oSl 5 ey « (Instant Messaging) ,&LLI JLasy)
LSy bl e 2038 4l 53,1 1 UL OF iy 1 e (U1 @301 J) (55
sale] o s LUkl o 5 Lial sloall 015 5 )1 Dlon 3 IS Jlu Y1 Ul 3
(8=4) JSadl 3 LS pasndl JI Wl )

psedl g Lens W1 00 b G o IV OF gl 0 glu¥1 s 3
e UL Ol dadd) 3 oa oS0 (o 5D w3501 Sle s ¢ (Jueall 1)
.(Man-in-the-Middle) "Jaws 31 3 Jo IV 5 Gy Sy 5T 5l

+ lIl-ll
-."“.| \ II|I —— #ﬁ:)-ll s ,ﬁﬂ.ﬂlll
' .1:|.....'_5.'||l -

a1 d o I 3y e 1 (6 IS5

R T i

<8yl
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e e il
el A
J i P ooy bren

By pesedl oy o pll) Jo 1 (T4 S
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h:._-ld"'.ll -.Id-u_'ljl "f—i J'A‘-')jl -ug"—.l_rn_)ﬁ\';l :.I_i_auﬁl
Man-in-the-Middle i peaall

m E

[ L .

le 1 Jor 3 B ot 1 (84 S

o) e o 0 e OS5 o) 3 ) s AU 0555 5
Jol D ke iy T ¢ a3l

et o g’ U s ¢ el Al e INS Len ) LB 055
g:,x.;.:_w.i\ e UL 3305 I (content) (6 92t ,oan «(Active Attack)
oo o2 e 5 O e G ol AN e 3 DU e (Jod 811
Sl o (Hacker) & sl sball 23 45 (9-4) S obledt o JUI
S Lk e Yy (4444 5, CLLEI ) Se) cad] J1pe¥l o2 o)
o= Ll 3 Jor e ol e @I = Bl 528 ¢ o) e o0
el o Al Gludl I Uy gl iy 5 el

e sl 1 G Wl pma IU ey ¢l il das oy Bde W1 0 5SS
oS ¢l QUL BLE e sleall SE dny ¢ (Passive Attack) 1l
33 ) o) 13 e ] U (3 el iy a5 ¢ ot
.¢;>'=:Mi\ deasi Jdl B Gy Lgal el 5
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R .
¥ .a.....ulg__,-;. ._an...a.u_jus..lz_u_.l

Man-in-the-Middle

Ay beall N (Ligas Ay leall _,_5;_
p 2222 P 4444

G Jr S I3 p el I Sl oy o (9-4) Jﬁi‘“

ol 23l @ o2 "l gl 3 o e’ k) )l (g
L ,dadl palall i O ¥eeldl Ce DI (5 )b e (DNS Poisoning) < 5Ua)
éﬁu\o\ﬁg\&fqube,u;g{ym Ly pl3n J) i3 S
Jeot sl oy oS £ 4w¢vu..w>}\ Pl O 1367 ' G aael)
Ol gl olslall & Lc.w‘f.)t.’-c’-\)—’d‘wyu (b pall S (g 5l Ol giall
et Lz ke Ul (e 68 Gl Bl @Y ol (6 2
" B pnld Lo Gl 550 n )

Gl Jone 355 Loiad LalE bl 3 o o il 35011 oy
5l U35 s tl) iy ol 5 ¢ ptbmial) ey i1 6 5l (i)
sl oy @3 oy B d) SULI 0 n 45 20 s sl Seay ¢l )
el o) B S Sloniie " " 8 pmal) oW 3501 e bl

(Address Obfuscation) Q‘}'Jd\ o g :Uwo\.';-‘ u}l.wiﬂ\ 54

SUal el et oy clo w8 ge i 0 g1 M (3 053kl o5
Y é}l\ Ola el 4y

Lo i 3511 s el 055 O J) o sl Lo (3 0 psbiasl e
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oW e e 28| il Jo Cnnay (S ol Slatd) ol (g0
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S e 2 Ll s

Il 5 o 8501 U el s e 1850 U5 e e Y
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3 i a8 el Lol sl s 3l st ((13-4) 5 (12-4)
QS8 41 A4 .(sambaonlineaccess.com) a5 Y C§jl\ ie icUm\ sk
sl - all JLasy) sy ¢ (onlineaccess) dalS g ¢« 3l (3La) (o
2 "ol Gl el SU ol Lty € ol ety Lol oy
O ‘_;Lav\ t;jl\ Sz o Do Cﬁjl\ ol Lyl &5 -(sambaonline.com)
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Fle Edt  View Favorites Toos Help

O - Q- [x] (8 @] Pmwar orwoms €] (3

i
T =S
|| Rddvess [&] hktp:fjwwew. sambacrinesscess, comf

samba () Luoliu

welcome to sambaconline & =& ===

Shgn On gl o
#s pant of our restiess efforts fo serve you betier and make your onlne sxpenence '_ﬂ,!_\x h-.'dhl.a‘}.._qm_,..\ll“k piatn  Mdal H by dl Lisggn 30 0 105
Egoare and zuparkor, we woud fe 10 recommend 3 g
i A i o ke e bl e f Bl iy e il Gy ey
that shoukd imerowe your PC perfommance. We fecommend you To wmde yaur s
and cunvdative '-‘ﬁ}'r-'.# G0 e o el il ] i s 1 s ol
i el gy Cilasd

trsusar b sl Explorr 5.0 and dhove wih [es Servies pack 1

wacurity spdetas
Uszer Hame: 1
Password:
Id/ kgama™

Pleass du nan apen uskneen advemsemens papup for the prevention of camguner ot e o -t B b g sl g 1 B B A b Bl b e b
winues and fraud. For mece informakon, please vish Samba inTormation Securty tp: Rl
bl

Bracy Premiss

Tafmhi, caleiang, £avais and smal s
Copyrght © 2004 Sovma. =

T =

sl 2 el iy B @A (12-4) S

|81 Done
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31,941 - Jpal) gusgull
o ol s
sl [y
~ Sl Sl paaiall ol
[ C== i
£ lTa e
Cl1l2fzlafslel7]alelo]_|=eackspace |

Tao__ falwielr] 'JujvﬂlJ
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shit_ |z|xfclvlbfnfml | .| /]|shit

@ meemat e -

"alu" B el Lo 8341 (13-4 IS
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(Malware Attack)

I e VI (3 (G a)l) pusedl Slles aaxr ol
CA\J,«_“JQ.)}_&.{&_LA&‘ s G poalanald 35 5280 LI M\cw»
.‘abaml\ Sl & dep 3k (malware) &2

I e 3l wlleal) ez 43156 poliall ) el ) odis e
oiﬁ&ﬂ)ﬁjuugﬁé 4%§J¢l\@m&;dﬁwg¢=&d\@&ﬂ\fﬂ
sleadt JILILa )y & udh UL oda Luﬂlw dowall e L} cab,.\\
qujﬂy\é}\e&w\gfw\wowxw ngJ\
i Joed) 6T e slaall e ol 5

5 5 Jors S 5 o YN 8 56201 Ol g
Jem 25 dasl s &QJJU ¢iall 5lg> (3 (Keystroke Logger) C..g\.ﬁ.\
onJ.g(aj_fL;&;JJU ‘JL:‘A‘JLL?JL""J\:‘{‘}%CSQAJ ‘C*JL&‘ :b-jJLALCJ\JU\
Aseall Lnaded JesY SULI oMl s Ly

Ceodl OS2 5 b o8 g Y1 SLaoY! bl ol 7.4
(Search Engine Phishing)

0yl el 855 280 815 o] oy e (g 31 8 b 5
Pl s w3l edos e o 301 deny el LIS 2 e (Retail)
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s L ESCA e ol IS 2 3 A gdll w15k ods s o
i) G b pel) ddls Jlalyy (il g Uaf G101 o oo 220
C)L";'I.i\o.l.bdlauc

ol S 2 a3 b e e e 58 o et oy Lakie
el G Ol ¢SmOV sl oW Lo 2 L5l o w8l 50 A b Lgd £
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ULy wlasl w35l U dmedo (g il aid ¢ JUI Jogorld T ¢ 3501 U
i Joel 3 Y iz 26 201 &y

The ) i) 31 gt 3y b 8 39 SIY1 sLaoYl 1ol st 8.4
(Popup Attack

S50 g 35 ) 5 5 5,0 L e Vs g
1y ¢l aosdl oumpﬁmggwu&xp(l)opup Blocker) dz:l
OLS 1 0 V)5,V 531 3 sk s U Y tne 05 38
izl 3 Sl ads o sy s 15 e d J) ¢ Ylad

30050 oo (14-4) JSadl 3 LaS el dpa el sy bl
BASUI o ds (35 Ol 8 5eS (e 185l 5,8 L plel 325 8 s
‘fw‘ (S & DUy 4 ‘le%«i‘ o e g3k e
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Le e LI e clld 1 5T ey, ) Olgmall e 3aodlS i3y ¢ gl 4adS

ottt elae) o L) 3 il 5, S0 316U ¢pe bl G

5555 sl Il 3 ellhy o dlall de 2y g Aol Gl a5l
O k] UL See

(7 %ambe . Windows (aternel Cxplorer | Working OTTCRE] _E X
O - [Rtwhomantacncoi o150 ¥ %l % P
™ ' R R
S ] a8yl
T
Dere z @ remet R -

i) sl (14-4) S
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(Fake Address Bar) i A1 O gadl Jay 2 tawldl ol 9.4
A e @y ¢SSV LY (Il st e G plu YT s oy
) e 30U e eV e ) 3 01l iy Jap 8 Il
Lo g ;S dois o o 0 sl ol e o Sa . (web browser) LIWJI

oo gl e Biiall F13) 55 Lz ¢ JalSL a5

Java) "oy S Bla" J2e dakiz L aluseialy Ol WY1 e 4is ooy
.(Java Applet) " il Bl>" 5 ¢ (Script

e 02 Olslel ANl miate (3 Ol giall s slis] S
Mo "o S Bl e, BLb el @iy ¢ 55 2SI w8 sl dmis |5
)l a5 ¢ Cwindow.open’ (function) digh sl aldseal 1L 5 ¢ o Al
.m0’ 4@\, location’

Gk oo I oo e pasenll opf we sl Gy
el g e @Bl Sy el WSl L= (S0 D) 3
il 3 AR Olpiall Jay Ui o8 e <5 ,8be 13 J3 e il
Ll e il oL =G S5 LaS— aluseraly ey ey Ciyye 3T dialy
3)0 23 S8 (5> 51 ¢ (Java Applet) "ol Bl 51 (Java Seript) "y S
OVl oy s g 5 5131 g1 (image)

gﬁjzjya_@al;@yo\ﬁzvz(w -4 S o
(tntemnet Explorer) T ", 5108) 3 51" LI 320 mbeate (yo deiaall e
k2 a8 g JI (www.nike.com/mainhtml) Ol yall oy ¢ L Lo su

1 http://www.microsoft.com/ie



Baliall Oile Ly W19 el Lu¥ | 139 AT sldas¥) 84

www.contentverification.com/graphic-) & g ,al| d>4 2l c

.(attacks/demo/adbarframeset.html

AT i ol (ST cand 3L U (16-4) (ISl o
Lo CasSs e (9.23 5 el (Opera) Tl Ll 3 sly
Olgall o e o2y o) sl il (353 5o gl Aol oy Ol pall i 5
3 Ualy oy bl Bl 15 e Olgiall S 2 elis) Sl 3 35l i
Ol gadl Jay 5 O (g 5 ¢ i M Ol gl Jay i ailas o e ads JSC2J)
gif) 3142V (image) &) g0 32 i 3L

T F e ddéress - Micrasolt Inernet Erplorer

n:

B

COMODO
VERIFICATION

OMLIE VERIFICATION AND FRALD PROTECTION

paka i U e
Latett ewn

— e I
1 Antidraud protection

o Legitimate use of credit cards and site seals

B Verify the authenticiy and identty of SSL Certficates
0 ¥ Unique browser indspendent verfication

& Deliver confidence for free

- A . )
EE Dowmlead P s winse v e bge b chech i oo v el stor e revaled
3> Download »> Demes »» FAQ
— - 2
- .
B VELY
Dowrad imngre Naw! How Dons Vengre Wk 7 Comweriy sk Dueshone
g fsFine! Frd ot M Findout Mo
.3
i © Comedd Geoep 2003 A
] B bt

By did Jo iyje OV e Loy (15-4) S

(1) opera.com.
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WEuntentverificatiun;c%./ |

JAddress |@ ittp: sy, ke, cammain bl

C¢omM0D0

VERIFICATION £ R
. _ “c GEEIAUD PROT i ) g bt
Image - addresshill i ;

Dimensions 13 30 pixels

Depth B bits per pixel

Imagetype @l

What I4

File size 823 bytes

Boot Adiress s o, cankentveriication, comfimages/demosfaddressfil gif

b3 g
Latest
Demos
Suppo
Contact Us
A . .
FREE Download L — Rioll wour mouge over the logo o check if pou have VeificationEngine ingtale:
> Download © 3> Demos © 33 EAQ
{ ' ' v

" gl ghadl § Gy A1 O gl g 16-4) S

e Gl 1T Gaale s Casll 01l lay 8 sl e 2T J
idoerie 25 S0 gy Dy e )T Ladie ¢ S ,eY1 (Citibank) 2 "Ly
ot e N Ol 0L (17-4) JSadl 3 LS Gl 2 aie

9 el S pr T ,:..Q})\ S, % J;if-" :Q\);,J\j support@citibank.com

(1) http://www.antiphishing.org/phishing_archive/Citibank 3-31-04.htm
(2) www.citibank.com
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s by s’ 10 e Ve o gl s |5 e Bugeall 2l
Olgie oye il idae JWSY Dl JU 3 g2 shl Lol I e Jasial) e 0
Ol ) Bl o5 e oy 2358 515U el Jad I w5 e S g 2SI oy
PIN — Personal ) aseill Gy yaill 5a 5 (ATM/Debit card number) I3
oda sl idas e 2,30 OF Ul JI W5 el s « (Identification Number
o oY IS T e Sl iy 1 e slon slaan @ edaal an OF 5
Sy g’ Gl Gl 350l e 2 m (18-4) IS M) o

S 5 2SIV Dy b e 0y O] Ll U853 LS
Dt e M S G ¢ ol D e 3 LS ¢ o Ll it 3 5,
.@wg‘gicb‘jj ¢ (From) J«j{\

Sy g’ Ol el (135055 50 (19-4) IS 5

bl de i e dug o el byl e gl U 3 Dl ) @ g
Lgl s>y (https://web.da-us.citibank.comy/signin/citifi/scripts/E-Mail_verify.jsp)
S ) s Laid | 3 LU e aall el o citibank” 2SI e Ll )
33 01 0 5S¢ (nttp:1/69.56.202.82/~citisecu/scripts/E-Mail_verify.htm) i 3\

LN e CL:; (Hypertext Markup Language - HTML) il 2l 50 )
Mw@.&ﬁ\a&dm\gﬂj (Ol gl e a2 o bl ) (o e
Ll 2 gl Q& ol
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From: suppotti@citibank com

Ta:

subject Wenfy yvour E-madl with Citibank
Date: Wed, 31 Ifar 2004 10:12:4% 0200

Dear Citthanl: IMetmber,

Thic email was sent by the Citibarlk server to verify your E-mail
address. Yeu trmst complete this process by clicking on the link
below and entenng i the small windew your Cittbank AT Debit
Card number and PIN that you use on ATH

This 15 done for your protection - because some of our members
no longer have access to ther emal addresses and we must

verify it

To wenfy your E-mail address and access your bank account,
click on the link below:

http edivreb. da-us ciftb anke. comfsimnindcitfl soripta’emall verifr 5p

b 2 e T Al g S a0 By e i (17— S
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'awr_‘ltulm: to Citi - Microsoft Internet Explorer
File Edkt View Favorites Tools Help

| mbek o m - D B | Qoearch (afFavorkes FiMedia P - SR - H

| Address IE‘] hitps: / Aweb, da-us cibank. com/signin/citifi'scripts/email_veiify jsp | 6o |

. .
citii | Vel

Please verify your e-mail by submiting your log-in information.

ATMW/Debit Card li
(CIN) f Card #
Expiration Date IE Fj2ond =
PN [
Submit

Amesmiberof crbgroud.
Citigroup Privacy Fromisa iti
Terms & Conditions Citi.com

Copyiight @ 2003 Citicorp

SR [ ) | Internet A
- AP ol G al o L A®

"W el g ) ey Gl Ol Jay ) T 5T

Ol (3 sliay L4l% (Text Field) o Ji a2y g2 (hovering text box)

o lasS) Canan s (19-4) ISl 3 LS il § add) Ol gl Loy
JsYals

(1) http://www.fraudwatchinternational.com/phishing-fraud/phishing-web-site-methods/
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Imiall jailas o e doe Uy (4505 1 (20-4) (Sl ey
Loyl ) pailadl 500 el 2 ey« aadl imiall Olyie (o, S
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(1) F-Secure (http://www.f-secure.com/weblog/archives/archive-042006.html)
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11:06 AM PST, (http://www.news.com/Firefox-flaw-raises-phishing-fears/2100-
1002 3-5517149.html)
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